Bryn Offa C of E Primary School

Computing Policy
Introduction

The computing curriculum at Bryn Offa, prepares pupils to participate in a rapidly changing world in which work and other activities are increasingly transformed by access to varied and developing technology. Increased capability in the use of computers promotes initiative and independent learning across the curriculum with pupils being able to make informed judgements about when and where to use computers to best effect. 

Aims

· can understand and apply the fundamental principles and concepts of computer science, including abstraction, logic, algorithms and data representation

· can analyse problems in computational terms, and have repeated practical experience of writing computer programs in order to solve such problems

· can evaluate and apply information technology, including new or unfamiliar technologies, analytically to solve problems

· are responsible, competent, confident and creative users of information and communication technology.

ICT safety and Security


Working on the open access resources of the Internet requires a mature and responsible attitude. The school aims to develop this attitude and has a code of conduct as part of the home school agreement signed by parents and pupils.

Subject content

Key stage 1

Pupils should be taught to:

· understand what algorithms are; how they are implemented as programs on digital devices; and that programs execute by following precise and unambiguous instructions

· create and debug simple programs

· use logical reasoning to predict the behaviour of simple programs

· use technology purposefully to create, organise, store, manipulate and retrieve digital content

· recognise common uses of information technology beyond school

· use technology safely and respectfully, keeping personal information private; identify where to go for help and support when they have concerns about content or contact on the internet or other online technologies.

Key stage 2

Pupils should be taught to:

· design, write and debug programs that accomplish specific goals, including controlling or simulating physical systems; solve problems by decomposing them into smaller parts

· use sequence, selection, and repetition in programs; work with variables and various forms of input and output

· use logical reasoning to explain how some simple algorithms work and to detect and correct errors in algorithms and programs

· understand computer networks including the internet; how they can provide multiple services, such as the world wide web; and the opportunities they offer for communication and collaboration

· use search technologies effectively, appreciate how results are selected and ranked, and be discerning in evaluating digital content

· select, use and combine a variety of software (including internet services) on a range of digital devices to design and create a range of programs, systems and content that accomplish given goals, including collecting, analysing, evaluating and presenting data and information

· use technology safely, respectfully and responsibly; recognise acceptable/unacceptable behaviour; identify a range of ways to report concerns about content and contact.

Teaching and Learning

Computing in Key Stages 1 and 2 is taught on a weekly basis to ensure that the correct amount of time is allocated to the subject. 

Wherever possible, activities are planned to link with the work the children are doing in class (the class theme). Cross curricular work is not always possible, and where it isn’t possible to link to existing learning it is taught as a discrete unit to meet requirements of the National Curriculum.

Computing forms part of the Knowledge and Understanding of the World aspect of the Foundation Stage Curriculum. This is taught through the use of the computers, sound recorder and programmable toys.

Computing is delivered through a variety of teaching and learning methods e.g. whole class, group and individual work. 

Special Educational Needs

The school recognises the advantages of the use of technology by children with special educational needs. Using technology can:

· address children's individual needs

· increase access to the curriculum

· enhance language skills

Equal Opportunities

We ensure Computing is accessible to all children in full accordance with the school's Equal Opportunities Policy. Special care must be taken with the pairing of children in the computer Suite to ensure that less able or less confident children get a fair amount of time using the technology and the session is not dominated by more confident or able children. Children should therefore be paired with a child of similar ability and confidence. Where a child has become over reliant on a partner, they should be encourage to work on their own until their confidence and skill has improved.
Health and Safety

All equipment will be checked annually under the Electricity at Work Regulation 1989.

The Health and Safety at Work Act (1 January 1993), European Directive deals with requirements for computer positioning and quality of screen. This directive is followed for all administration staff. Whilst this legislation only applies to people at work we seek to provide conditions for all children which meet these requirements.

Appendix A

Internet Access Policy
Introduction
Use of the Internet is continually expanding and has become an important part of learning and communication.  The Internet brings pupils into contact with a wider range of information, the scope and nature of which may or may not be appropriate for the pupil.  

The statutory curriculum expects pupils to learn how to locate, retrieve and exchange information using technology.  In delivering the curriculum, teachers need to plan for and make use of communications technology, for example, web-based resources and e‑mail.  Access to life-long learning and employment increasingly requires computer and communications use and pupils need to develop life skills in their use. 

Key Sections of the policy 

1. The Internet in School

Rationale and Entitlement

Aims 

Objectives

Responsibilities

Equal Opportunities

Special Needs
Resources
Parental involvement

Community Use 

2. The Internet in the Curriculum

Teaching and Learning Strategies

Assessment and Record Keeping

E-mail

Web Publishing

3. Internet Access

4. Security

5. Complaints / Problems

6. Review of the Policy

Appendices

Suggested Internet Use Statement

Suggested Rules for Responsible Internet Use in a Primary School

Sample letter to Parents / Guardians

References

Key Sections of the policy for each school in more detail

The Internet in School

Rationale and Entitlement

The purpose of Internet access in school is to enhance teaching and learning and to enhance the school’s management information and business administration systems.

Access to the Internet is a necessary tool for all staff and students irrespective of gender, race, religion, culture or ability.  It is an entitlement for students who show a responsible and mature approach. 

The appropriate use of the Internet can now provide a number of benefits to schools.  These benefits include:

Aims

· To provide pupils with their entitlement as set out in the ICT in Schools initiative and National Curriculum for ICT and its inclusion in other subjects;

· To use the Internet safely and effectively;

· To protect the school from undesirable content;

· To develop a school web site;

· To raise the awareness of staff and students to the benefits of Internet access.

Resources

· A wealth of information and learning materials including rich content

· MLE/VLE access which may support anytime anywhere learning and enable pupils and staff to access private resources when not at school

· Providing access to documentation including on-line publishing of documents (school policies, lesson plans, activities, etc);

· Access to world-wide educational resources including museums and art galleries;

· Inclusion in government initiatives such as NGfL and the Virtual Teacher Centre;

· Information and cultural exchanges between students world-wide;

· Discussion with experts in many fields for pupils and staff. 

Staff Professional Development

· Access to educational materials; 

· Sharing good practice with colleagues;

· Communication with the advisory and support services, professional associations and colleagues.

Administration

· More regular communication with schools and more immediate responses to enquiries;

· Improved access to technical support including remote management of networks;

· Method to publish information to Schools that will free more resources for teaching and learning;

· Management of the school network from a single source, thus reducing the overall cost of performing this role;

· Added value through the creation of a secure effective communication system between schools and the LEA and between each other that can improve the transfer of information and data.

E-mail

· Provision of a quick method of communication between pupils, staff and officers of the authority;

· Provision of a centrally maintained e-mail system (with optional management within schools) that can give pupils an e-mail address that will remain constant throughout their education in any Shropshire school.

Security

· Secure filtered Internet access;

· Filtered e-mail for staff and pupils via Progrid’s SchoolGrid e-mail system.

Objectives

Particular objectives could include:

· To develop strategies to use the Internet;

· To encourage suitable use through the implementation of a contract with users;

· To develop the skills necessary for the creation of a website;

· To promote the use of the Internet as a learning tool.

Responsibilities

Role of the Governors

To ensure that: 

· There is an Internet Policy document written as part of the ICT in Schools initiative;

· All staff have been given the opportunity to discuss the policy;

· The policy is ratified and reviewed as necessary.

Role of the Headteacher

To ensure that all staff are:

· Given opportunities to discuss the issues associated with Internet Access and develop appropriate teaching strategies;

· Given appropriate training; 

· Aware that monitoring of Internet Access takes place both for staff and pupils;

· Provided with or have access to the Internet Access Policy, and its importance explained;

· To ensure that:

· Activity reports are monitored regularly and action taken as necessary

· Parents' attention will be drawn to the Policy in newsletters, the school brochure and on the school website;

· A module on responsible Internet use will be included in the PSHE programme covering both school and home use;

· New facilities will be thoroughly tested before pupils are given access; 

· The policy is implemented and reviewed as necessary.

Role of the Staff

To ensure that:

· Rules for Internet access are posted near computer systems;

· There is equality of access within the classroom;

· They inform the designated person of any problems when they arise;

· They supervise pupils' when they access the Internet;

· They use the Internet in a responsible manner, in line with Shropshire County Council guidance.

Role of the Pupils

· To read and understand the Rules for Responsible Use guidance or have them explained by a teacher where necessary;

· To access the Internet in a sensible manner;

· To report to an adult any material which they receive that they consider offensive or inappropriate;

· To refrain from giving their name, address or contact numbers to any person without permission from a parent, carer or teacher.

Equal Opportunities

To make sure that that all pupils receive their National Curriculum entitlement, it is essential that opportunities are provided for pupils to access the Internet, regardless of gender, race, religion, ethnic group, culture or ability.  It is equally important that all staff are given the opportunity to access the Internet.
Special Needs

ICT can be a positive tool for children with Special Educational Needs.  Access to the Internet is therefore a vital link with which communication to the outside world can be achieved.  Access to the Internet can also stimulate children to develop their ideas and research independently.

Resources

It is expected that resources will be used from the Internet for teaching and learning materials.  Copyright will need to be acknowledged where necessary.

Parental involvement

Due to the increased use of the Internet in homes, the school will try to increase the involvement of parents/ guardians in developing safe Internet practices. The school may be able to help parents plan appropriate, supervised use of the Internet at home, thereby raising parental awareness of the dangers that pupils may face when access to the Internet is unrestricted. 

Strategies may include: 
· a careful balance between informing and alarming parents will be maintained;

· demonstrations and practical sessions for parents will be organised to encourage a partnership approach;

· joint home/school guidelines on issues such as safe Internet use will be established;

· parents/guardians will be required to read the Rules for Responsible Internet Use; and

· suitable educational and leisure activities that make responsible use of the Internet will be developed with parents.
· Rules for Internet access will be posted near computer systems, or will be available on request.  Rules are there to protect legitimate use;

· Visits, demonstrations and practical ICT sessions for schools may be organised to encourage a partnership approach;

· Suitable educational, vocational and leisure use is encouraged in community facilities.

How will Internet use provide effective learning?

Teachers, parents and pupils need to develop good practice in using the Internet as a tool for teaching and learning. With systems in place to minimise the risk of inappropriate material being viewed, pupils will be able to select resources independently. Over time they will develop greater skill in determining which material is appropriate and of good quality, as well as whether or not it is a better source than other media, such as books. 

How will pupils be taught to assess Internet content?

Pupils will be taught to:

· validate information before accepting that it is necessarily accurate;

· examine the information and how it is displayed compared to other media;

· validate whether the Internet resource is more or less appropriate than resources from other places;

· to acknowledge the source of information, when using Internet material for their own use; 

· be made aware that the writer of an e-mail or the author of a Web page might not be the person claimed; and

· encouraged to tell a teacher immediately if they encounter any material that makes them feel uncomfortable.

E-mail

How will e-mail be managed? 

E-mail has become an essential means of communication.  As part of the National Curriculum Orders pupils need to use e-mail. Pupils need to be taught that the content of e-mail should be something that they would not mind being read aloud.  This should prevent content of an undesirable nature being written and sent.  
Neither the school nor Shropshire County Council will be liable under any circumstances for any injury, distress, loss or damage to the pupil or the parents, which may arise directly or indirectly from the pupil’s use of the Internet facilities, the use of e-mail, or from other pupils’ unauthorised use of those facilities or e-mail.

Possible statements could include:

· E-mail must only be used in school for educational purposes;

· Key Stage 1 and Key Stage 2 pupils may send e-mail as part of planned lessons but will not normally be given individual e-mail accounts;  

· in-coming and outgoing e-mail will be regarded as public and will be monitored;  

· received e-mail may be examined and could, for example, be pinned to a notice board for collection by pupils; 

· messages sent using the school domain name should be regarded in the same way as messages written on school headed paper; 

· the forwarding of chain letters will be banned, as will the use of un-moderated or open chat lines;

· excessive social chit-chat wastes pupils’ time and computer resources and will be discouraged;

· the sending of any sensitive personal data, for example home address, photographs or telephone numbers relating to the user or any other person is forbidden; and 

· users will be held responsible for e-mail sent from their account.

Web Publishing

How will publishing on the Web be managed? 

A web site can celebrate pupils’ work, promote the school and publish resources for projects or homework.  Ground rules are important to ensure that the web site reflects the school's ethos and that information is accurate and well presented.  

As the school's web site can be accessed by anyone on the Internet, the security of staff and pupils must be considered carefully.  Although common in newspaper reports, the publishing of pupils’ names beside photographs that identify individuals must be considered inappropriate on web pages.  While any risks might be small, the parents’ perception of risk must also be taken into account in devising an appropriate policy.  Shropshire County Council will not be made liable under any circumstances for any injury, distress, loss or damage to the pupil or parents which may arise directly or indirectly from the publishing of information on the web site.

· the point of contact on the web site should be the school address and telephone number.  Home information or individual e-mail identities will not be published;

· photographs must not identify individual pupils.  Group shots or pictures taken over the shoulder will be used in preference to individual “passport” style images; 

· full names will not be used anywhere on the web site, particularly alongside photographs; and 

· written permission from pupils and their parents will be sought before any personal data e.g. names and photographs of pupils are published on the school web site.

Internet Access

How will the school ensure Internet access is safe?

Access to appropriate information should be encouraged and Internet access must be safe for all members of the school community from youngest pupil to teacher and administrative officer.  Authorised users are given a unique username and password generated by a central body, outside of school.  Individuals will be responsible for their own password security. 

The filtering software used in Shropshire schools removes pages of unsuitable content according to a number of lists (or categories) of URLs that can be marked as allowed or denied.  These lists are updated frequently.  

Typical categories are listed below: 

	Crime
	Drugs – Advocacy
	Drugs – Non-medical

	Entertainment - Games
	Entertainment - Sports
	Finance

	Gambling
	Interactive – Chat
	Interactive - Mail 

	Intolerance
	Job Search
	News

	Occult / New age
	Sex – Acts
	Sex - Attire

	Sex - Personals
	Sex – Nudity
	Sex Education - Basic

	Sex Education - Advanced
	Sex Education - Sexuality
	Violence

	Weapons
	
	


No system can be completely effective and a combination of approaches is used.  Schools should contact Progrid (the County Council’s current ISP for schools) on 01430 808456 if they wish to add sites to the banned list.  It is acknowledged that adequate supervision is essential and that pupils need to develop a responsible approach.

Procedures in place to ensure safe internet access:

· pupils will be informed that Internet use will be supervised and sites selected will be monitored; 

· the school will work in partnership with parents, the LEA, DfES and the school’s Internet Service Provider, currently Progrid, to ensure systems to protect pupils are reviewed and improved;

· if staff or pupils discover unsuitable sites, the URL (address) and content will be reported to the Internet Service Provider (currently Progrid helpdesk on 01430 808456) via the SISO or ICT co-ordinator; Where minority languages are involved, appropriate measures will be used to ensure the process to select appropriate material is adequate.

Security

How will the risks be assessed?

The LEA has put in place mechanisms to make Internet Access as safe as possible.  However, the school needs to be aware that the nature of the Internet and its changing content makes it impossible to guarantee that all risk is removed.  It is essential that good practice is developed within school to minimise risk, by viewing sites that are knowingly going to be used before a lesson, as well as checking that the filtering and blocking mechanisms are working and reporting inappropriate content to the Progrid helpdesk (01430 808456) as soon as possible.  

In common with other media such as magazines, books and video, some material available via the Internet is unsuitable for pupils.  The school will supervise pupils and take all reasonable precautions to ensure that users access only appropriate material.  However, due to the international scale and linked nature of information available via the Internet, it is not possible to guarantee that unsuitable material will never appear on a terminal.  Neither the school nor Shropshire County Council can accept liability for the material accessed, or any consequences thereof.  The school will abide by the Data Protection Act 1998.

How will the security of school ICT systems be maintained?

Most systems require logging in and pupils should be encouraged to be responsible about security and for their own Internet access.  It is essential that users log out, and this needs to be reinforced as good practice whenever possible.  Maintaining security of the school systems is of paramount importance as sensitive data is stored within it.  Internet access and e-mail content will be automatically monitored and regular reports will be made to the Headteacher.

Possible statements include:

· the SISO / ICT co-ordinator / network manager /subject leader will ensure that the system has the capacity to take increased traffic caused by Internet use;

· the security of the whole system will be reviewed with regard to threats to security from Internet access;

· virus protection and software patches will be installed and updated regularly;

· use of floppy disks and mobile memory devices will be reviewed.  Such personal items may not be brought into school without specific permission and a virus check; and

Complaints / Problems

How will complaints regarding Internet use be handled?

Prompt action will be required if a complaint is made.  The facts of the case will need to be established, for instance whether the issue has arisen through Internet use inside or outside school.  The school will need to discuss procedures for dealing with transgressions and these may be linked to the school's behaviour policy.  Transgressions of the rules may be minor, whereby a temporary ban on Internet use will suffice or major where a permanent ban may be required.  Serious cases may necessitate the involvement of the police or a local authority officer. Complaints will be handles through:
· responsibility for handling incidents will be given to senior members of staff;

· pupils and parents will be informed of the complaints procedures;

· parents and pupils will need to work in partnership with staff to resolve issues;

· as with drugs issues, there may be occasions when the police must be contacted.  Early contact will be made to establish the legal position and discuss strategies;

· a pupil may have e-mail, Internet or computer access denied for a period of time depending on the nature of the incident; and

· denial of access could include all school work held on the system, including any examination work. (This work could be printed off and then continued manually).

Review of the Policy

The Internet Access Policy has been written by a team with a wide range of experience and will be reviewed on a yearly basis.  It has been discussed with all staff, agreed by the senior management and approved by governors. 

Reviewed by School Staff – Autumn 2016
Reviewed and agreed by Governing Body - 

