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1 Introduction

Schools have made a significant investment in computer systems and networks and reliable ICT services are vital to teaching and management tasks.

With the advent of the broadband network, schools became part of wider network community and are no longer isolated and only at risk from dangers from within their own Local Area Network (LAN).  Wide Area Network (WAN) inter-connectivity places a responsibility on all participating schools to ensure that their own and other LANs are not compromised by poor security and irresponsible user actions.

2 Objectives

The objectives of this Policy are to:

· Ensure the protection of confidentiality, integrity and availability of school information and assets.  

· Ensure users are aware of and fully comply with all relevant legislation.

· Ensure all staff understand the need for information and ICT security and their own responsibilities in this respect. 

The integrity of the Shropshire schools’ network depends on the security policy implemented by each connected school.  This policy has been discussed widely with schools and its implementation is recommended to schools.  

3 Scope

For this Policy, information covers any method of information creation or collection, including electronic capture and storage, manual paper records, video and audio recordings and any images, however created.

This Policy is intended for all school staff, including governors, who have control over or who use or support the school’s administrative and/or curriculum ICT systems or data or handle other school manual and electronic data.

The Policy will be reviewed on an annual basis. 

Pupils using the school’s ICT systems or data are covered by the rules governing Internet Use which are incorporated within this policy.

4 Responsibilities

4.1 The Owner

The Owner has the legal title to the property.  In this respect, all software, data and associated documentation produced in connection with the work of the school are the legal property of the County Council, which will normally hold it for the benefit of the school.   Exceptions to this will be allowed for software and documentation produced by individual teachers for lesson purposes.   This includes schemes of work, lesson plans, worksheets or as otherwise agreed in writing by the headteacher.

4.2 The Governing Body

The Governing Body has ultimate corporate responsibility for ensuring that the school complies with the legislative requirements relating to the use of ICT systems and information security and for disseminating policy on ICT security and other ICT related matters.   In practice, the day to day responsibility for implementing these legislative requirements rests with the Headteacher.

4.3 The Headteacher

The Headteacher is responsible for ensuring that the legislative requirements relating to the use of ICT systems and information security are met and that the school’s Information and ICT Security Policy, as may be amended from time to time, is adopted and maintained by the school.  The Headteacher is also responsible for ensuring that any special ICT security measures relating to the school’s ICT facilities are applied and documented as an integral part of the Policy.

The Headteacher is also responsible for ensuring the requirements of the Data Protection Act 1998 are complied with fully by the school (please see 5.2).

In addition, the Headteacher is responsible for ensuring that users of systems and data are familiar with the relevant aspects of the Policy and to ensure that the appropriate controls are in place for staff to comply with the Policy.

4.4 The School Information Security Officer

The “School Information Security Officer” (SISO)  is responsible for the school’s ICT equipment, systems and data and will have direct control over these assets and their use, including responsibility for controlling access to these assets and for defining and documenting the requisite level of protection.   The SISO will be an employee of the school.  In many primary schools, the Headteacher may take on the role of the SISO.  

The SISO will administer the practical aspects of ICT protection and ensure that various functions are performed, such as maintaining the integrity of the data, producing the requisite back-up copies of data and protecting the physical access to systems and data.  

In line with these responsibilities, the SISO will be the official point of contact for ICT or information security issues and as such is responsible for notifying the Headteacher or Chair of Governors of any suspected or actual breach of ICT or information security occurring within the school.  The Headteacher or Chair of Governors should ensure that details of the suspected or actual breach are recorded and made available to Internal Audit upon request. The Headteacher or Chair of Governors must advise the Technology Services Help Desk (01743) 252200 of any suspected or actual breach of ICT or information security pertaining to financial irregularity.

It is vital, therefore, that the SISO is fully conversant with the Information and ICT Security Policy and maintains an up to date knowledge of best practice and follows the associated approved practices.

4.5 Internal Audit

The Internal Audit Section is responsible for checking periodically that the measures prescribed in each school’s approved Information and ICT Security Policy are complied with, and for investigating any suspected or actual breaches of ICT or information security.

Specialist advice and information on ICT security may be obtained from SITSS, who liaise with Internal Audit on such matters. 

4.6 Users

All users of the school’s ICT systems and data must comply with the requirements of this Information and ICT Security Policy.

Users are responsible for notifying the SISO of any suspected or actual breach of ICT security.  In exceptional circumstances, users may report any such breach directly to the Headteacher, Chair of Governors or to Internal Audit.

5 Legislation

5.1 Background

The responsibilities referred to in the previous sections recognise the requirements of the current legislation relating to the use of ICT systems and information security, which comprise principally of:

· Data Protection Acts1998

· Computer Misuse Act 1990

· Copyright, Designs and Patents Act 1988

It is important that all staff are aware that any infringement of the provisions of this legislation may result in disciplinary, civil and/or criminal action. 

The general requirements arising from these acts are described below.

5.2 Data Protection Acts 1998

A school, like every other data user, must conform to the requirements of the Data Protection Act (1988).  In particular this requires the school for formally notify the Office of the Information Commissioner of: 

· the purposes for which the school holds personal data;

· what data it holds;

· the source of the data;

· to whom the data is disclosed.

Under the Act, each school is a separate data user and must complete a “Notification” each year.

It is important that all users of personal data are aware of, and are reminded periodically of, the requirements of the act and, in particular, the limitations on the storage and disclosure of information.

5.3 Computer Misuse Act 1990

Under the Computer Misuse Act 1990 the following are criminal offences, if undertaken intentionally:

· unauthorised access to a computer system or data;

· unauthorised access preparatory to another criminal action;

· unauthorised modification of a computer system or data.

5.4 Copyright, Designs and Patents Act 1988

The Copyright, Designs and Patents Act 1988 provides the legal basis for the protection of intellectual property which includes literary, dramatic, musical and artistic works. The definition of “literary work” covers computer programs and data.

Where computer programs and data are obtained from an external source they remain the property of the originator.  Our permission to use the programs or data will be governed by a formal agreement such as a contract or license.

All copying of software is forbidden by the Act unless it is in accordance with the provisions of the Act and in compliance with the terms and conditions of the respective license or contract. 

All users must be given written notice that failure to comply with the provisions of the Act will be regarded as a breach of school policy and may be treated as gross misconduct and and may also result in civil or criminal proceedings being taken. 

The SISO is responsible for compiling and maintaining an inventory of all software held by the school, including freeware and shareware, and for checking it at least annually to ensure that software licenses accord with installations. To ensure that the school complies with the Copyright, Designs and Patents Act 1988 and in order to satisfy the County Council’s responsibilities as a corporate member of FAST (Federation Against Software Theft), users must get prior permission in writing from their SISO before copying any software. 

Freeware or shareware software should be registered as required with the software supplier and is generally provided on an unsupported basis.  Schools need to be extremely cautious in accepting free downloadable software over the internet. Very often free software also loads malware software onto the PC. Malware resides and hides on computers, often reporting back to advertising companies or other data capture firms that build up a profile of internet browsing habits.  

Users should read all licence agreements very carefully before accepting the terms and conditions and, if in any doubt, should not accept the licence conditions/download.

All users must be given written notice that failue to comply with the provisions of the Act will be regarded as a breach of school policy and may be treated as gross misconduct and may also result in civil or criminal proceedings being taken.

6 Management of the Policy

The Headteacher should allocate sufficient resources each year to ensure the security of the school’s information and ICT systems and to enable users to comply fully with the legal requirements and policies covered in this Policy. If insufficient resources are available to fully implement this policy, then the potential risks must be documented and reported to Governors.

Suitable training for all users and documentation to promote the proper use of information and ICT systems will be provided.  Users will also be given adequate information on the policies, procedures and facilities to help safeguard these systems and related data. A record of the training provided through the school to each individual user will be maintained.

In addition, users will be made aware of the value and importance of such ICT systems and data, particularly data of a confidential or sensitive nature, and be made aware of their personal responsibilities for information and ICT security.

To help achieve these aims, the relevant parts of the Information and ICT Security Policy and any other information on the use of particular facilities and techniques to protect the systems or data will be disseminated to users. (see Appendix D).

The Headteacher must ensure that adequate procedures are established in respect of the ICT security implications of personnel changes.  Suitable measures should be applied to provide for continuity of ICT security when staff vacate or occupy a post.  These measures as a minimum must include:

· a record that new staff have been issued with, have read the appropriate documentation relating to information and ICT security, and have signed the list of rules; 

· a record of the access rights to systems granted to an individual user; 

· a record that those rights have been amended or withdrawn due to a change to responsibilities or termination of employment.

7 Physical Security

7.1 Location Access

Adequate consideration should be given to the physical security of rooms containing sensitive information and ICT equipment (including associated cabling). As far as practicable, only authorised persons should be admitted to rooms that contain servers or provide access to data. 

The SISO must ensure appropriate arrangements are applied for the removal of any ICT equipment from its normal location.  These arrangements should take into consideration the risks associated with the removal and the impact these risks might have.  

All school owned ICT equipment should be recorded and security-marked.  Care must be taken, however, not to infringe the return conditions for leased equipment.  Advice on security marking is available from Shropshire County Council’s Crime Prevention Officer and return conditions for leased equipment are outlined in the Leasing Booklet issued by SITSS and available on www.ShropshireOnline.gov.uk.

Power supply protection from transient voltage surges will prevent servers from failing.  Uninterruptible Power Supply (UPS) units will ensure a controlled shutdown of servers should a power failure occur.   Uninterruptible Power Supply units are also recommended for network cabinets which contain sensitive equipment, ie Cisco network switches.

7.2 Equipment siting

Reasonable care must be taken in the siting of computer screens, keyboards, printers or other similar devices.  Wherever possible, and depending upon the sensitivity of the data, users should observe the following precautions:

· devices should be positioned in such a way that information stored or being processed cannot be viewed by persons not authorised to know the information. Specific consideration should be given to the siting of devices on which confidential or sensitive information is processed or retrieved;

· equipment should be sited to avoid environmental damage from causes such as dust and heat;

· users should avoid leaving computers logged-on when unattended if unauthorised access to the data held can be gained.  Clear written instructions to this effect should be given to users;

· a ‘clear desk policy’, ie hard copies of sensitive data are not left unattended on desks;

· users should be aware of the dangers of sending out sensitive data and should avoid the use of the internet and posting out floppy disks or CDs.

The same rules apply to official equipment in use at a user’s home.

8 Inventory

The Headteacher, in accordance with the School’s Financial Regulations, shall ensure that an inventory of all ICT equipment (however financed) is maintained and all items accounted for at least annually.

A current and up to date software inventory should also be maintained.

9 System Security

Appendix C contains details of security guidelines for SISOs.

Appendix D details rules for use of ICT systems by staff and third parties.  All visitors to the school with access to ICT systems should be issued with the document “The ‘Rules for ICT Users – Third Parties’.  All school staff accessing the school’s ICT facilities must be issued with a copy of the ‘Rules for ICT Users – Staff’.

9.1 Legitimate Use

The school’s ICT facilities must not be used in any way that breaks the law or breaches County Council standards detailed in the Education Department Personnel Guidance Manual.

Such breaches include, but are not limited to:

· making, distributing or using unlicensed software or data;

· making or sending threatening, offensive, or harassing messages;

· creating, possessing or distributing obscene material;

· unauthorised private use of the school’s computer facilities.

9.2 Private Hardware and Software

Dangers can occur from the use of unlicensed software and software infected with a computer virus. It is therefore vital that any private software permitted to be used on the school’s equipment is acquired from a responsible source and is used strictly in accordance with the terms of the licence.  The use of all private hardware and software for school purposes must be approved by the SISO.

9.3 ICT Security Facilities

The school’s ICT systems and data will be protected using appropriate security arrangements outlined below.  In addition consideration should also be given to including appropriate processing controls such as audit trails, input validation checks, control totals for output, reports on attempted unauthorised access, etc.

Administrative and curriculum network traffic is separated by the use of virtual LANs (Vlans) across the broadband network.   Schools wishing to allow cross network traffic must ensure that there are adequate security measures in place to preserve the confidentiality, integrity and availability of sensitive data.

If Wireless LANs are implemented, they must be configured for encryption of network traffic and with no broadcast to prevent unauthorized access to school data.   Encryption passwords should be stored securely by the SISO.  Administrative PCs should not be accessible via wireless networking.

9.4 Authorisation

Only persons authorised by the SISO, are allowed to use the school’s ICT systems.  The authority given to use a system will be sufficient but not excessive and the authority given must not be exceeded.

Failure to establish the limits of any authorisation may result in the school being unable to use the sanctions of the Computer Misuse Act 1990.  Not only will it be difficult to demonstrate that a user has exceeded the authority given, it will also be difficult to show definitively who is authorised to use a computer system.

All ICT systems should display a message to users warning against unauthorised use of the system.

Access eligibility will be reviewed continually, including remote access for support.  In particular the relevant access capability will be removed when a person leaves the employment of the school.  In addition, access codes, user identification codes and authorisation rules will be reviewed whenever a user changes duties.  

Failure to change access eligibility and passwords will leave the ICT systems vulnerable to misuse. 

9.5 Access to the County Council Corporate ICT Network

The Headteacher must seek permission on behalf of the school for any ICT user to be linked to the County Council’s corporate ICT network.  

In the school environment this currently applies to the access granted in schools to the County Council’s Samis finance system.  Access forms are available from the Payments Team on (01743) 252654.

9.6 Passwords 

The level of password control will be defined by the SISO based on the value and sensitivity of the data involved, including the possible use of “time out” passwords where a terminal/PC is left unused for a defined period.  

Passwords protect access to all ICT systems, including “boot” passwords on PCs, particularly laptop/notebook PCs as they are highly portable and less physically secure. 

It is acknowledged that the use of ‘boot’ passwords may not be feasible on classroom PCs.

Ideally passwords should be memorised.  If an infrequently used password needs to be written, this record must be stored securely.  Users should be advised about the potential risks of written passwords and should be given clear written instructions on the safeguards to adopt.

Passwords should not be obvious or guessable and their complexity should reflect the value and sensitivity of the systems and data involved, ie ‘master user’ passwords are more critical.  Users should be instructed on appropriate techniques for selecting and setting a new password.

Passwords should be changed frequently to previously unused passwords.  Many systems have the capability to prompt or force the user to periodically select a new password.  The SISO should decide on the appropriate duration that users could leave their password unchanged.  

A typical password change frequency is termly.  The interval chosen and the methods by which the password changes will be enforced must be suitably documented for users.

A password must be changed if it is affected by a suspected or actual breach of security or if there is a possibility that such a breach could occur, such as:

· when a password holder leaves the school or is transferred to another post;

· when a password may have become known to a person not entitled to know it.

The need to change one or more passwords will be determined by the risk of the security breach.

Users must not reveal their password to anyone. Users who forget their password must request the SISO issue a new password.  

Where a password to boot a PC or access an internal network is shared, users must take special care to ensure that it is not disclosed to any person who does not require access to the PC or network.

9.7 Backups

In order to ensure that essential services and facilities are restored as quickly as possible following an ICT system failure, backup copies of stored data will be taken at regular intervals as determined by the SISO, dependent upon the importance and quantity of the data concerned.

A recommended backup strategy is detailed in Appendix E.

Security copies should be clearly marked as to what they are and when they were taken and stored away from the system to which they relate in a restricted access fireproof location and/or off site. 

Security copies should be regularly tested to ensure that they enable the systems/relevant file to be reloaded in cases of system failure.

9.8 Virus Protection

The SISO will ensure current and up to date anti-virus software is applied to all school ICT systems. 

To help ensure robust anti virus measures are implemented, a centralised anti-virus solution has been implemented by Technology Services for all schools.  The anti virus server provided as part of this service must be powered on at all times, including school holidays, and is centrally managed by Technology Services.   Only authorised staff, ie from Technology Services, should make configuration changes to this equipment.

There must be a clear policy in place to prevent the connection of personal equipment (such as a PDA or laptop) to the school network without prior permission.

Instructions for configuring new equipment for centralised AV updates are available on the SITSS pages of www.ShropshireOnline.gov.uk.

The SISO will ensure operating systems are updated with critical security patches as soon as these are available.  

The SISO must notify home/school laptop users of the release of critical security patches as soon as they are available.  Following notification, users of home/school laptops must ensure systems are fully patched before reconnection to the school network.   The SISO must provide all home/school laptop users with instructions for immediate update of the laptop’s anti virus software when reconnecting to the school network.   Again, instructions are available on the SITSS pages of www.ShropshireOnline.gov.uk.

All users should take precautions to avoid malicious software that may destroy or corrupt data.  

The school will ensure that every ICT user is aware that any suspected or actual computer virus infection must be reported immediately to the SISO who must take appropriate action, including removing the source of infection.   In the event of Technology Services notifying the school of a virus infection on the school network, the machine(s) must be disconnected immediately and appropriate action taken before reconnection.

9.9 Disposal of Waste

Disposal of waste ICT media such as print-outs, floppy diskettes and magnetic tape will be made with due regard to the sensitivity of the information they contain.  For example, paper will be shredded if any confidential information from it could be derived.

The Data Protection Act requires that adequate mechanisms be used when disposing of personal data.

9.10 Disposal of Equipment

Prior to the transfer or disposal of any ICT equipment the SISO must ensure that any personal data or software is obliterated from the machine if the recipient organisation is not authorised to receive the data. Where the recipient organisation is authorised to receive the data, they must be made aware of the existence of any personal data to enable the requirements of the Data Protection Act to be met. 

The Data Protection Act requires that any personal data held on such a machine be destroyed.  

It is important to ensure that any copies of the software remaining on a machine being relinquished are legitimate.  Care should be taken to avoid infringing software and data copyright and licensing restrictions by supplying unlicensed copies of software inadvertently.

The SISO must ensure the requirements of the Waste from Electronic and Electrical Equipment (WEEE) Directive are observed.

The County Council’s IT Procurement Framework provides for suppliers to collect and dispose of redundant school ICT equipment in accordance with the WEEE Directive.

9.11 Repair of Equipment

If a machine, or its permanent storage (usually a disk drive), is required to be repaired by a third party the significance of any data held must be considered.  If data is particularly sensitive it must be removed from hard disks and stored on floppy disk or other media for subsequent reinstallation.  

The school will ensure that third parties are currently registered under the Data Protection Act as personnel authorised to see data and as such are bound by the same rules as school staff in relation to not divulging the data or making any unauthorised use of it, but this needs to be confirmed before the equipment is made available for repair. 

10 Security Incidents

All suspected or actual breaches of information or ICT security, including the detection of computer viruses, must be reported to the SISO, or the Headteacher in their absence, who should report the incident to the Technology Services Help Desk (01743 252200).    This will ensure a speedy and effective response is made to an ICT security incident, including, where appropriate, securing useable evidence of breaches and evidence of any weakness in existing security arrangements. 

The Audit Commission’s Survey of Computer Fraud and Abuse 1990 revealed that over 50% of incidents of ICT misuse are uncovered accidentally. It is, therefore, important that users are given positive encouragement to be vigilant towards any suspicious event relating to ICT use.

It should be recognised that the school and its officers may be open to a legal action for negligence if a person or organisation should suffer as a consequence of a breach of ICT security within the school where insufficient action had been taken to resolve the breach.

11 E-Mail & Internet Use Policy

Appendix C details the “Internet Access Policy for Schools”.  

This policy applies to all school staff, students and third parties who use either or both of these facilities.  The conditions of use are explained in the policy. 

For all students, the school will ensure that the relevant “Acceptable Internet Use” document is issued.

Appendix A

Bryn Offa CE Primary School

Information and ICT Security Policy – Summary

School Information Security Officer (SISO) – Mr Paul Thompson (Headteacher)

The objectives of the Policy, which is intended for all school staff, including governors, who use or support the school’s ICT systems or data, are to:

· Ensure the protection of confidentiality, integrity and availability of school information and assets.  

· Ensure users are aware of and fully comply with all relevant legislation.

· Ensure all staff understand the need for information and ICT security and their own responsibilities in this respect. 

The integrity of the Shropshire schools’ network depends on the security policy implemented by each connected school. 

Information covers any information, including electronic capture and storage, manual paper records, video and audio recordings and any images, however created.

The School Information Security Officer (SISO) is responsible for the school’s ICT equipment, systems and data with direct control over these assets and their use, including responsibility for access control and protection.   An employee of the school, the SISO will be the official point of contact for ICT or information security issues. 

Responsibilities

· Users of the school’s ICT systems and data must comply with the requirements of the Information and ICT Security Policy.

· Users are responsible for notifying the SISO of any suspected or actual breach of ICT security.  In exceptional circumstances, users may report any such breach directly to the Headteacher, Chair of Governors or to Internal Audit.  

· Users must comply with the requirements of the Data Protection Act 1998, Computer Misuse Act 1990 and Copyright, Designs and Patents Act 1988.

· Users must be provided with suitable training and documentation, together with adequate information on policies, procedures and facilities to help safeguard systems and data.

· Adequate procedures must be established in respect of the ICT security implications of personnel changes.

Physical Security

· As far as practicable, only authorised persons should be admitted to rooms that contain servers or provide access to data. 

· Appropriate arrangements must be applied for the removal of any ICT equipment from its normal location.  These arrangements should take into consideration the risks associated with the removal and the impact these risks might have.  

· All school owned ICT equipment should be recorded and security-marked, subject to return conditions for leased equipment. 

· An inventory of school hardware and software must be maintained

· Uninterruptible Power Supply (UPS) units are recommended for servers and network cabinets.

· Computer monitors should be positioned in such a way that information stored or being processed cannot be viewed by unauthorized persons

· Equipment should be sited to avoid environmental damage

· Do not leave sensitive or personal data on printers, computer monitors or desk whilst away from your desk or computer. 

· Do not give out sensitive information unless the person is authorized to receive it.

· Do not send sensitive/personal information via e-mail or post without suitable security measures being applied.

· Ensure sensitive data, both paper and electronic, is disposed of properly, eg shred paper copies and destroy disks

System Security

· Users must not make, distribute or use unlicensed software or data

· Users must not make or send threatening, offensive or harassing messages

· Users must not not create, possess or distribute obscene material

· Users must ensure they have authorization for private use of the school’s computer facilities

· The SISO will determine the level of password control

· Passwords should be memorised 

· Passwords should not be revealed to unauthorized persons

· Passwords should not be obvious or guessable and their complexity should reflect the value and sensitivity of the systems and data 

· Passwords the give access to sensitive data should be changed at least termly

· Passwords must be changed if it is affected by a suspected or actual breach of security, eg when a password may be known by an unauthorized person

· Regular backups of data, in accordance with the recommended backup strategy, must be maintained.

· Security copies should be regularly tested to ensure they enable data restoration in the case of system failure

· Where possible, security copies should be clearly marked and stored in a fireproof location and/or off site.

Virus Protection

· The SISO will ensure current and up to date anti virus (AV) software is applied to all school ICT systems

· The SISO will ensure operating systems are updated with critical security patches as soon as these are available.

· The SISO will ensure users of home/school laptops check for critical security patches/AV updates when connecting laptops to the school network.

· The centralized AV server is the property of Technology Services and must be powered on at all times, including school holiday periods

· Any suspected or actual virus infection must be reported immediately to the SISO

Disposal and Repair of Equipment

· The SISO must ensure any personal data or software is obliterated from a PC if the recipient organisation is not authorised to receive the data. 

· It is important to ensure that any software remaining on a PC being relinquished are legitimate.  Care should be taken to avoid infringing software and data copyright and licensing restrictions by supplying unlicensed copies of software inadvertently.

· The SISO must ensure the requirements of the Waste from Electronic and Electrical Equipment (WEEE) Directive are observed.

· The school will ensure that third parties are registered under the Data Protection Act as personnel authorised to see data and as such are bound by the same rules as school staff in relation to not divulging the data or making any unauthorised use of it. 

Security Incidents

All suspected or actual breaches of information or ICT security, including detection of computer viruses, must be reported to the SISO, or Headteacher in their absence, who should report the incident to the Technology Services Help Desk (01743 252200).

Appendix B

Internet Access Policy for Bryn Offa CE Primary School

Introduction
Use of the Internet is continually expanding and has become an important part of learning and communication.  The Internet brings pupils into contact with a wider range of information, the scope and nature of which may or may not be appropriate for the pupil.  

The statutory curriculum expects pupils to learn how to locate, retrieve and exchange information using ICT.  In delivering the curriculum, teachers need to plan for and make use of communications technology, for example, web-based resources and e‑mail.  Access to life-long learning and employment increasingly requires computer and communications use and pupils need to develop life skills in their use. 

The School’s Internet Access Policy is part of the school’s ICT Information and Security Policy and ICT Development Plan and should relate to other policies including those for behaviour, citizenship and personal, social and health education (PSHE). 

This template will help schools write their own Internet Access Policy, and may find it useful to initiate and promote discussion perhaps at a staff meeting. This template is based on one developed by teachers and officers in Leeds. 

Key Sections of the policy for Schools

1. The Internet in School

Rationale and Entitlement

Aims 

Objectives

Responsibilities

Equal Opportunities

Special Needs
Resources
Parental involvement

Community Use 

2. The Internet in the Curriculum

Teaching and Learning Strategies

Assessment and Record Keeping

E-mail

Web Publishing

3. Internet Access

4. Security

5. Complaints / Problems

6. Review of the Policy

Appendices

Suggested Internet Use Statement

Suggested Rules for Responsible Internet Use in a Primary School

Sample letter to Parents / Guardians

References

1
The Internet in School

Rationale and Entitlement

The purpose of Internet access in school is to enhance teaching and learning and to enhance the school’s management information and business administration systems.

Access to the Internet is a necessary tool for all staff and students irrespective of gender, race, religion, culture or ability.  It is an entitlement for students who show a responsible and mature approach. 

The appropriate use of the Internet can now provide a number of benefits to schools.  These benefits include:

Resources

· A wealth of information and learning materials including rich content

· MLE/VLE access which may support anytime anywhere learning and enable pupils and staff to access private resources when not at school

· Providing access to documentation including on-line publishing of documents (school policies, lesson plans, activities, etc);

· Access to world-wide educational resources including museums and art galleries;

· Inclusion in government initiatives such as NGfL and the Virtual Teacher Centre;

· Information and cultural exchanges between students world-wide;

· Discussion with experts in many fields for pupils and staff. 

Staff Professional Development

· Access to educational materials; 

· Sharing good practice with colleagues;

· Communication with the advisory and support services, professional associations and colleagues.

Administration

· More regular communication with schools and more immediate responses to enquiries;

· Improved access to technical support including remote management of networks;

· Method to publish information to Schools that will free more resources for teaching and learning;

· Management of the school network from a single source, thus reducing the overall cost of performing this role;

· Added value through access to Council IT systems, eg finance;

· Added value through the creation of a secure effective communication system between schools and the LEA and between each other that can improve the transfer of information and data.

E-mail

· Provision of a quick method of communication between pupils, staff and officers of the authority;

· Provision of a centrally maintained e-mail system (with optional management within schools) that can give pupils an e-mail address that will remain constant throughout their education in any Shropshire school.

Security

· Secure filtered Internet access;

· Filtered e-mail for staff and pupils via the Shropshire County Council approved provider.

Aims

· To provide pupils with their entitlement as set out in the ICT in Schools initiative and National Curriculum for ICT and its inclusion in other subjects;

· To use the Internet safely and effectively;

· To protect the school from undesirable content;

· To develop a school web site;

· To raise the awareness of staff and students to the benefits of Internet access.

Objectives

Particular objectives could include:

· To develop strategies to use the Internet;

· To encourage suitable use through the implementation of a contract with users;

· To develop the skills necessary for the creation of a website;

· To promote the use of the Internet as a learning tool.

Responsibilities

Role of the Governors

To ensure that: 

· There is an Internet Policy document written as part of the ICT in Schools initiative;

· All staff have been given the opportunity to discuss the policy;

· The policy is ratified and reviewed as necessary.

Role of the Headteacher

To ensure that all staff are:

· Given opportunities to discuss the issues associated with Internet Access and develop appropriate teaching strategies;

· Given appropriate training; 

· Aware that monitoring of Internet Access takes place both for staff and pupils;

· Provided with or have access to the Internet Access Policy, and its importance explained;

· To ensure that:

· Activity reports are monitored regularly and action taken as necessary

· Parents' attention will be drawn to the Policy in newsletters, the school brochure and on the school website;

· A module on responsible Internet use will be included in the PSHE programme covering both school and home use;

· New facilities will be thoroughly tested before pupils are given access; 

· The policy is implemented and reviewed as necessary.

Role of the Staff

To ensure that:

· Rules for Internet access are posted near computer systems;

· There is equality of access within the classroom;

· They inform the designated person of any problems when they arise;

· They supervise pupils' when they access the Internet;

· They use the Internet in a responsible manner, in line with Shropshire County Council guidance.

· They do not use social networking sites in a way that could reflect badly on the school.

Role of the Pupils

· To read and understand the Rules for Responsible Use guidance or have them explained by a teacher where necessary;

· To access the Internet in a sensible manner;

· To report to an adult any material which they receive that they consider offensive or inappropriate;

· To refrain from giving their name, address or contact numbers to any person without permission from a parent, carer or teacher.

Equal Opportunities

To make sure that that all pupils receive their National Curriculum entitlement, it is essential that opportunities are provided for pupils to access the Internet, regardless of gender, race, religion, ethnic group, culture or ability.  It is equally important that all staff are given the opportunity to access the Internet.

Special Needs

ICT can be a positive tool for children with Special Educational Needs.  Access to the Internet is therefore a vital link with which communication to the outside world can be achieved.  Access to the Internet can also stimulate children to develop their ideas and research independently.

Resources

It is expected that resources will be used from the Internet for teaching and learning materials.  Copyright will need to be acknowledged where necessary.

Parental involvement

Due to the increased use of the Internet in homes, the school will try to increase the involvement of parents/ guardians in developing safe Internet practices. The school may be able to help parents plan appropriate, supervised use of the Internet at home, thereby raising parental awareness of the dangers that pupils may face when access to the Internet is unrestricted. 

Strategies may include: 
· a careful balance between informing and alarming parents will be maintained;

· demonstrations and practical ICT sessions for parents will be organised to encourage a partnership approach;

· joint home/school guidelines on issues such as safe Internet use will be established;

· parents/guardians will be required to read the Rules for Responsible Internet Use; and

· suitable educational and leisure activities that make responsible use of the Internet will be developed with parents.

Community Use

Internet use in the local community is increasing.  In addition to the home, access may be available at the local library, youth club, adult education centre, village hall or supermarket.  The school will liaise with the local community to promote a united approach to Internet access for pupils.

2
The Internet in the Curriculum

Teaching and Learning Strategies

Internet access will be planned to enrich and extend learning activities. Pupils will be given clear objectives for Internet use.  Staff will select sites which will support the learning outcomes planned for pupils’ age and maturity. Approved sites will be book marked, listed or copied to the school intranet.  Pupils will be educated in taking responsibility for Internet access. ICT teaching should be widened to incorporate Internet content issues, for instance the value and credibility of Web materials in relationship to other media.  The tendency to use the Web when better information may be obtained from books or other sources will need to be challenged.

How will Internet use provide effective learning?

Teachers, parents and pupils need to develop good practice in using the Internet as a tool for teaching and learning. With systems in place to minimise the risk of inappropriate material being viewed, pupils will be able to select resources independently. Over time they will develop greater skill in determining which material is appropriate and of good quality, as well as whether or not it is a better source than other media, such as books. 

How will pupils be taught to assess Internet content?
Pupils will be taught to:

· validate information before accepting that it is necessarily accurate;

· examine the information and how it is displayed compared to other media;

· validate whether the Internet resource is more or less appropriate than resources from other places;

· to acknowledge the source of information, when using Internet material for their own use; 

· be made aware that the writer of an e-mail or the author of a Web page might not be the person claimed; and

· encouraged to tell a teacher immediately if they encounter any material that makes them feel uncomfortable.

Assessment and Record Keeping

Internet access will be supervised and on going teacher assessment can be made. Pupils will self assess their use of the Internet by: 

setting up and maintaining folders within the e-mail application;

using the archiving facility to organise messages and delete messages as necessary.

Access will be monitored and regular reports made to the headteacher.
E-mail

How will e-mail be managed? 

E-mail has become an essential means of communication.  As part of the National Curriculum Orders pupils need to use e-mail. Pupils need to be taught that the content of e-mail should be something that they would not mind being read aloud.  This should prevent content of an undesirable nature being written and sent.  
Neither the school nor Shropshire County Council will be liable under any circumstances for any injury, distress, loss or damage to the pupil or the parents, which may arise directly or indirectly from the pupil’s use of the Internet facilities, the use of e-mail, or from other pupils’ unauthorised use of those facilities or e-mail.

Possible statements could include:

· E-mail must only be used in school for educational purposes;

· Key Stage 1 and Key Stage 2 pupils may send e-mail as part of planned lessons but will not normally be given individual e-mail accounts;  

· in-coming and outgoing e-mail will be regarded as public and will be monitored;  

· received e-mail may be examined and could, for example, be pinned to a notice board for collection by pupils; 

· messages sent using the school domain name should be regarded in the same way as messages written on school headed paper; 

· the forwarding of chain letters will be banned, as will the use of un-moderated or open chat lines;

· excessive social chit-chat wastes pupils’ time and computer resources and will be discouraged;

· the sending of any sensitive personal data, for example home address, photographs or telephone numbers relating to the user or any other person is forbidden; and 

· users will be held responsible for e-mail sent from their account.

Web Publishing

How will publishing on the Web be managed? 

A web site can celebrate pupils’ work, promote the school and publish resources for projects or homework.  Ground rules are important to ensure that the web site reflects the school's ethos and that information is accurate and well presented.  

As the school's web site can be accessed by anyone on the Internet, the security of staff and pupils must be considered carefully.  Although common in newspaper reports, the publishing of pupils’ names beside photographs that identify individuals must be considered inappropriate on web pages.  While any risks might be small, the parents’ perception of risk must also be taken into account in devising an appropriate policy.  Shropshire County Council will not be made liable under any circumstances for any injury, distress, loss or damage to the pupil or parents which may arise directly or indirectly from the publishing of information on the web site.

· the headteacher may delegate editorial responsibility to a member of staff or other responsible person(s)  to ensure that content is accurate and quality of presentation is maintained; 

· the web site will comply with the school's guidelines for publications;

· pupils will be made aware that the quality of their work published on the web needs to reflect the diversity of the audience;

· all material must be the author's own work, or where permission to reproduce has been obtained, clearly marked with the copyright owner’s name;
· the point of contact on the web site should be the school address and telephone number.  Home information or individual e-mail identities will not be published;

· photographs must not identify individual pupils.  Group shots or pictures taken over the shoulder will be used in preference to individual “passport” style images; 

· full names will not be used anywhere on the web site, particularly alongside photographs; and 

· written permission from pupils and their parents will be sought before any personal data e.g. names and photographs of pupils are published on the school web site.

Internet Access

How will the school ensure Internet access is safe?

Access to appropriate information should be encouraged and Internet access must be safe for all members of the school community from youngest pupil to teacher and administrative officer.  Authorised users are given a unique username and password generated by a central body, outside of school.  Individuals will be responsible for their own password security. 

The filtering software used in Shropshire schools removes pages of unsuitable content according to a number of lists (or categories) of URLs that can be marked as allowed or denied.  These lists are updated frequently.  

Typical categories are listed below: 

	Crime
	Drugs – Advocacy
	Drugs – Non-medical

	Entertainment - Games
	Entertainment - Sports
	Finance

	Gambling
	Interactive – Chat
	Interactive - Mail 

	Intolerance
	Job Search
	News

	Occult / New age
	Sex – Acts
	Sex - Attire

	Sex - Personals
	Sex – Nudity
	Sex Education - Basic

	Sex Education - Advanced
	Sex Education - Sexuality
	Violence

	Weapons
	
	


No system can be completely effective and a combination of approaches is used.  Schools should contact Progrid (the County Council’s current ISP for schools) on 01430 808456 if they wish to add sites to the banned list.  It is acknowledged that adequate supervision is essential and that pupils need to develop a responsible approach.

· pupils will be informed that Internet use will be supervised and sites selected will be monitored; 

· users will inform the co-ordinator if their password is being used by another person or has been lost;

· the school will work in partnership with parents, the LEA, DfES and the school’s Internet Service Provider, currently Progrid, to ensure systems to protect pupils are reviewed and improved;

· senior staff will ensure that occasional checks are made to ensure that the filtering methods selected are effective in practice; and

· if staff or pupils discover unsuitable sites, the URL (address) and content will be reported to the Internet Service Provider (currently Progrid helpdesk on 01430 808456) via the SISO or ICT co-ordinator; Where minority languages are involved, appropriate measures will be used to ensure the process to select appropriate material is adequate.

Security

How will the risks be assessed?

The LEA has put in place mechanisms to make Internet Access as safe as possible.  However, the school needs to be aware that the nature of the Internet and its changing content makes it impossible to guarantee that all risk is removed.  It is essential that good practice is developed within school to minimise risk, by viewing sites that are knowingly going to be used before a lesson, as well as checking that the filtering and blocking mechanisms are working and reporting inappropriate content to the Progrid helpdesk (01430 808456) as soon as possible.  

· In common with other media such as magazines, books and video, some material available via the Internet is unsuitable for pupils.  The school will supervise pupils and take all reasonable precautions to ensure that users access only appropriate material.  However, due to the international scale and linked nature of information available via the Internet, it is not possible to guarantee that unsuitable material will never appear on a terminal.  Neither the school nor Shropshire County Council can accept liability for the material accessed, or any consequences thereof.  

How will the security of school ICT systems be maintained?

Most systems require logging in and pupils should be encouraged to be responsible about security and for their own Internet access.  It is essential that users log out, and this needs to be reinforced as good practice whenever possible.  Maintaining security of the school systems is of paramount importance as sensitive data is stored within it.  Internet access and e-mail content will be automatically monitored and regular reports will be made to the Headteacher.

Complaints / Problems

How will complaints regarding Internet use be handled?

Prompt action will be required if a complaint is made.  The facts of the case will need to be established, for instance whether the issue has arisen through Internet use inside or outside school.  The school will need to discuss procedures for dealing with transgressions and these may be linked to the school's behaviour policy.  Transgressions of the rules may be minor, whereby a temporary ban on Internet use will suffice or major where a permanent ban may be required.  Serious cases may necessitate the involvement of the police or a local authority officer. 

Review of the Policy

The Internet Access Policy has been written by a team with a wide range of experience and will be reviewed on a yearly basis.  It has been discussed with all staff, agreed by the senior management and approved by governors. 

Created:  Summer 2011    
by Mr P Thompson (Headteacher)

Bryn Offa Letter to Parents 

Dear Parents

Responsible Use of the Internet
As part of pupils' curriculum enhancement and the development of ICT skills, Bryn Offa CE Primary School provides supervised access to the Internet including e-mail.

Although all parents have concerns about pupils having access to undesirable materials, we are taking positive steps to deal with this risk in school.  Our school Internet access provider operates a filtering system that restricts access to inappropriate materials, and your child will be using the Internet under supervision.  

Whilst every endeavour is made to ensure that suitable restrictions are in place and working effectively to prevent children gaining access to inappropriate materials, neither the school nor the Council will be liable under any circumstances for any injury, distress, loss or damage to the pupil or the parents,  which may arise directly or indirectly from the pupil’s use of the Internet facilities, the use of e-mail, or from other pupils unauthorised use of those facilities or e-mail.

I enclose a copy of the Rules for Responsible Internet Use that we operate at Bryn Offa CE Primary School, and ask you to read through them with your child.  

Should you wish to discuss any aspect of Internet use please telephone me to arrange an appointment.

Yours sincerely

Mr Paul Thompson

Headteacher

Bryn Offa CE Primary School

Rules for Responsible Internet Use

The school and / or Council has installed computers and Internet access to help our learning.  These rules will keep everyone safe and help us be fair to others.

· I will ask permission from a member of staff before using the Internet;

· I will use only my own login and password, which I will keep secret; 

· I will not access other people's files; 

· I will use the computers only for school work and homework;

· I will not bring floppy disks (or other personal storage devices) into school unless I have permission;

· I will only e-mail people I know, or my teacher has approved;

· The messages I send will be polite and sensible;

· I will not give my home address or phone number, or arrange to meet someone, unless my parent, carer or teacher has given permission;

· I will never send my picture, or any other personal information to a person, unless my parent, carer or teacher has given permission;

· I will never send any information eg the name or photograph of another person in an e-mail or over the Internet ;

· To help protect other pupils and myself, I will tell a teacher if I see anything I am unhappy with or I receive messages I do not like;

· I understand that the school may check my computer files and will monitor the Internet sites I visit. 

· I will remember to LOG OUT when I have finished my session.

Appendix C

Security Guidelines - School Information Security Officer (SISO)

12 Password Policy

Passwords should be:

· unique

· alphanumeric

· at least 6 digits in length

· regularly changed, recommend at least termly

Passwords should NOT be:

· written down

· easy to guess, eg don't use family or pet names

Passwords must be changed if affected by security breach.

13 Monitoring Computer Use by Pupils

· Ensure pupil use of computers is 'visual', make sure there is a teacher present and monitoring use

· Review the layout of the room to ensure there is good 'visibility' of computer activities

· Ensure there is supervision at all times

· Publish the ‘Rules of ICT Use’ next to the computers, or consider displaying them on the screen when the computer is turned on

14 Monitoring Computer Use by Staff (especially in sensitive areas)

· Use screensavers with passwords

· Consider using 'distinctive' background colours

· Think carefully about the siting / location of equipment

· Take care when disposing of paper output, floppy disks, computers etc that may contain sensitive or personal information

15 System Backup

· Make sure the system is backed up regularly and checks are made that the backup has worked

· Implement an automated system backup

· Make sure the instructions for restoring data or files from a backup are fully documented and readily available

· Use 'off-site' storage for backup where possible

· Consider using different media as a secondary backup facility

16 Anti Virus Protection

· Technology Services implement a centralised anti-virus solution for schools
· Make sure all systems receive regular AV updates, this is especially important for laptops and PCs used at home (see SITSS pages of ShropshireOnline for instructions on adding new devices to the network.)
· Make sure there is a process to ensure operating system patches are regularly updated and all equipment is included, this is especially important for laptops and PCs used at home
· Make sure there is a clear procedure for dealing with any actual or suspected infections
17 Illegal or Inappropriate Use of the Network

· Make sure there are appropriate procedures in place for auditing access to the network and systems

· Regularly check the network for 'unauthorised' files

· If possible ensure auditing is performed both at the Management System level and also at the Operating System level (see below)

· Consider using appropriate software to assist with auditing - this can help monitor activities such as logons, file usage etc

· Consider using a firewall or proxy server to restrict external activity and access

· Report all security breaches to the Technology Services Help Desk on (01743) 252200

18 Internet Use / Filtering

· Make sure an Internet Use policy has been adopted for each 'category' of User 
· Define and document any local agreements / policies on restricting web sites, access to newsgroups and chat-rooms etc
· Ensure there is a clear process for reporting any access to inappropriate material
· Consider restricting specific functions such as the downloading of .exe files
· Publish safe internet use guidelines
· Make sure Internet use is supervised
19 Email Use

· Make sure an Email Use policy has been adopted for each 'category' of User 
· Define and document any local policy on the use of email and email addresses, including the use of 'non-approved' email accounts
· Consider implementing limits on inbox sizes, size and types of attachments etc
· Be clear about what is considered 'appropriate' use of email and language
· Involve staff, parents and students in these decisions
20 Documentation

Ensure adequate documentation is available for

· The network infrastructure
· The network systems, hardware, software etc
· Administration procedures
· Housekeeping procedures
· Problem resolution
· Hardware inventory
· Software inventory
· Approval of the use of private hardware/software within school
Ensure support disks, recovery disks, backups etc are available

21 Training

· Ensure there is adequate training for all users 
· Introduce 'good practice' where appropriate eg using screen savers with passwords
22 Authentication / Operating System Level Security

· Consider using system policies to provide additional security
· Ensure there is a rigorous policy for approval / removal of users
· Avoid the use of 'generic' accounts
· Limit the number of Administrator and Manager accounts
· Avoid the use of Groups with Administrator or Manager rights
· Only log on as Administrator or Manager when performing functions requiring this level of access, use an ordinary level User account where this is not required
· Set clear security levels on the network and ensure these are documented and followed
· Restrict access to applications and data areas where appropriate
· Consider using 'read only' access where possible
23 Network Review

· Monitor system downtime, ensure there are support arrangements in place to react to problems with critical equipment or infrastructure
· Monitor performance of the network - ensure there is a process in place to develop and upgrade the network infrastructure and equipment as necessary
· Monitor service disruption - ensure support arrangements are in place to resolve problems in a timely fashion
· Regularly review appropriate documents eg Information and ICT Security Policy, Email and Internet Use policies, this could include reviewing official documents such as the BECTa 'Superhighway Safety'
· Review procedures for dealing with all security breaches or compromises, whether deliberate or innocent
Ensure the requirements of WEEE are met.

Report all security incidents to the Technology Services Help Desk on (01743) 252200
Appendix D

Security Guidelines

Rules for ICT Users (Staff)

Ensure you know who is in charge of the ICT system you use, ie the “School Information Security Officer (SISO)”

You must be aware that any infringement of current legislation, ie Data Protection Act 1998, Computer Misuse Act 1990 and Copyright, designs and Patents Act 1988, will be regarded as a breach of school policy and may be treated as gross misconduct.   In some circumstances such a breach may also be a criminal offence.

ICT resources are valuable and the confidentiality, integrity, availability and accurate processing of data are of considerable importance to the school and, as such, all users have a personal responsibility for ICT security.   

All software must be used strictly in accordance with the terms of its licence and may only be copied if specifically approved by the School Network Security Officer.

Ensure that, wherever possible, your display screen cannot be viewed by persons not authorised to see the information.   This also applies to official equipment used at home.

Ensure that equipment is sited so as to avoid environmental risks, eg dust, heat. This also applies to official equipment used at home.

Do not leave your computer logged on, ie where data can be directly accessed without password control, when not in attendance.  This also applies to official equipment used at home.

Adopt a “clear desk policy” and ensure hard copies of sensitive data are not left unattended.

The use of private computer equipment (including laptops issued under the Laptops for Teachers scheme) on the school network must be approved by the SISO.   It is essential that the anti virus software on home/school equipment is updated immediately the equipment is connected to the school network.  It is essential that critical security patches, notified to you by the SISO, are applied immediately.

Passwords should be changed at least termly.  

Passwords should not be re-used and should be made up of a minimum of 6 alphanumeric characters.  They should not be obvious or guessable.

Do not divulge your password to any person, or use another person’s password.

Do not write your password down, unless it is held securely on your person at all times or kept in a locked receptacle or drawer to which only you have access.

You must exercise extreme vigilance towards any suspicious event relating to ICT use and immediately report any suspected or actual reach of ICT security to the SISO or, in their absence, the Headteacher, as well as the Technology Services Help Desk (01743 252200).

Security Guidelines

Rules for ICT Users (Third Parties)

Access to ICT systems must be authorised by the School Information Security Officer (SISO).

Floppy disks must not be brought into school unless permission has been given by the SISO.

Copyright and intellectual property rights must be respected.

Users must respect the work of others which might be stored in common areas on the system.

The use of public chat rooms is not allowed.

The school ICT systems may not be used for private business purposes unless the Headteacher or SISO has given permission for that use.   Use for personal financial gain, gambling, political purposes or advertising is forbidden.

Appendix E

Recommended Backup Strategy for Schools

1. All administrative data should be backed up daily.  

a. Primary schools are recommended to have a cycle of five backup tapes, one for each day of the week (Monday to Friday).  Therefore, at least five copies of the data will always be available.  

b. Secondary schools are recommended to have a cycle of eight backup tapes: one for each day of the week (Monday to Thursday) with Friday’s tapes kept for 4 weeks.

2. All curriculum data should be backed up daily.  Therefore, at least five copies of the data will always be available.  

3. At least one of the backups should be kept away from the school premises (in case of fire or theft).

4. All backups should be checked to ensure that they have been successful.  For example, if a backup has been made to a tape, the contents of the tape should be checked to see that a file, or files exist, and that their date of creation is consistent with the date of the backup.

5. A 'Long Term Backup' should be taken at the beginning of each term.  This should be kept and not overwritten until the beginning of the next term.  This will help protect against data corruption that goes unnoticed for several weeks, during which 'older' backups will have been overwritten by 'newer' ones.

6. Differing media are employed in schools for backing up purposes, eg magnetic tapes, floppy disks, hard disks, zip drives.  If you suspect your principal backup medium is not working correctly (tape drives can be notoriously unreliable), use an alternative, until a member of SITSS has visited to correct the problem.

7. If possible, use more than one medium for backup anyway.  For network users, the option to record onto workstation hard disks is always available.  Do this as well as tape and floppy disk backup.

8. Backup tapes do wear and it is recommended that tapes are replaced termly.

9. Cleaning tapes should be used weekly and, again, it is recommended that they are replaced termly.

10. If you are unsure about your backups - please telephone the Technology Services Help Desk on (01743) 252200 and check whether or not your current processes are adequate and reliable.

Appendix F

SCHOOLS’ INFORMATION AND ICT SECURITY POLICY

Checklist for Implementation

	Requirement
	Admin
	Curric

	Users have received a copy of the Policy
	
	

	Users have received appropriate training
	
	

	Procedures exist to cope with Personnel changes
	
	

	Physical Security

	Server room access restricted
	
	

	Access to sensitive data restricted
	
	

	ICT hardware inventory 
	
	

	ICT software inventory
	
	

	UPS on servers
	
	

	UPS on network cabinets
	
	

	Monitors positioned to avoid unauthorised viewing
	
	

	Environment damage eliminated
	
	

	Password protected screen savers implemented where sensitive data available
	
	

	Adequate controls for transmission of sensitive data
	
	

	Adequate controls for destruction of sensitive data
	
	

	Controls exist to ensure new software is licensed
	
	

	Users know not to make/send inappropriate messages
	
	

	Users know not to create/possess/distribute obscene material
	
	

	Private use is authorised
	
	

	Password control and change mechanism in existence
	
	

	Passwords are not written down
	
	

	Passwords are private
	
	

	Regular backups undertaken
	
	

	Security copies periodically tested
	
	

	Backup copies stored in fireproof location and/or off site
	
	

	AV software applied to all school systems
	
	

	Mechanism for update of critical security patches
	
	

	Laptop users check for AV/updated patches on connection to school network
	
	

	Staff know that AV server is to be powered ON at all times
	
	

	Procedure in place for reporting virus infection immediately to SISO / Help Desk
	
	

	Procedures in place for removal of personal data/software from redundant kit
	
	

	WEEE directive observed
	
	

	Data Protection is observed
	
	

	All ICT security incidents are reported to Help Desk
	
	


